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SEREMNEEEFA?

N HMATAFEET?

N ZITRANEFRSDTE, EAD?
XL SR H IAEMPLE memory X15(?
n —RENESDENRE, RENIZEIERR?

HE—MEH, %kin: SERE? BIHREFED?
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B ZIATAFEREH?

BITREETE: AR

Memory X155 3 R BT EHA

W free: 15T, BB SFIBE
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BiAMtamEfi&H? AF—XEEHFA

B45: it set_number IEFFEMN n 2K 42,

#include <stdio.h>

void set_number(int x) {

x = 42;

printf("inside: %d\n", x);

int main(void) {

int n = 10;

set_number(n) ;
printf("outside: %d\n", n);
10 return O;
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main FRYSEE n ShilfE set_number FIILE x
E—EHE 10 #1810, PEEEY 42

« Bt inside: 42, PEEHILM outside: 10

s x 5 n BN ARREIRER; B x REXT a4,

« EREE (lifetime) : 22 x BTFXRIAA, REOGEmARRLER; WARERN o NHA
EE.

BNREELRZIREERAENBI NS, MFREEICLUHFMNE.
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bt E, FRT aEHREIFERAITR

1 #include <stdio.h>

id ber (i ) { . 4 RIS
i *zez-g’:‘ er{int *p = &n: BYE o B9MOAE, fEAXS,
sl } = int *p! iz p RIFEXMHUHER
5 int main(void) { RS
6 int n = 10; = °
7 set_number (&n) ; = *p = 42] ﬁﬁiﬁ!tﬂj@zaﬁ n, Eﬁtﬂ 42,
8 printf("%d\n", n);
) return 0; C {RAR(EERE, RSFIRER b,
10

ERFERE—NMER, WAL return FRBARERE; XERTERESUAREEEIXN
g
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EHHEENCERNMNS, SFEGRAN

B2 p |E JERAEN o
1277 n BHIE > BT 42

» set_number R[] & p ARG AR, o HEEFTE.
» RIIKBATRER L EHEERE, FIENREZERENEH,
» BEEEIRHHARM SR, RTFFEMRULHET AT,

ETR: MRICRBNIBEDESAUTHE, SEH?
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S5 —1 “VSEHE” . create_point

struct Point { int x; int y; };

struct Point *create_point(int x, int y) {

struct Point point = {x, y};

return &point; /* wrong: local object */

int main(void) {
struct Point *p = create_point(10, 15);

1

2

3

4

5, F
6

7

8 struct Point new_point = {20, 30};
9

p—>x = 99; /* UB: dangling pointer */
10 printf("%d\n", new_point.x); /* no guaranteed output */
11 return O;

« #8F create_point BIEHANIGEME, BIBEHRGERE,

« 18 point BEIMER, REFOREIFEREIRLER, REVIEHES,
» BEETIESHARIKGARE UB; new_point.x LR IEERIE
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A LFHEERTEE “TE=WeL?

B—RRAA: MRHARES iB[E] main: FEMRATEERZIE
HEiRi%=siE R point BAREE
point = {10, 15} FIXIHR new_point = {20, 30}
T A
EY{S &point p->x = 99 (E 5N, UB)

« BUKSEMSERTE, RS N\ATRERIFEREZIIR,
« EAR—Mb, FEILRTEHERERTAEN.
« XEARENBEIRE, MRIBUILER, WAKRIE nev_point.x &N 99

MRFRBULMSERIEEGHRRTFE, MBEEFSENFER. TEENSIER.

ZARA ﬂa"] 1Ly~ 4



IBITHEES
iBl: EFS5 A
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A LZEE Dynamic allocation?

ANSRFEZOIRTR, FERNEFE,
» MIZABY create_point: FfIHECIZLAVEMIAERIBREIEHLTFE.
 AFEY B, AEFEZMEUHERTI R0

automatic FHEPFIS LS ET R

Al HEANRIRNEEERE AR malloc/calloc F
£ BHFNRER JAF free/realloc &
R AERERESEGEE HIMOITRERRGE

EFRIERXDNESGRABRER, FF “heap —FELL stack ¥,
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%iAi8 Stack 5 Heap: —EBEBIAB, 5—IRIRAE

Stack (1%): —EBEiEM Heap (3ft): 1H3IRRAH S EC=Z(a)
Frtx=ia (BR) i
B A =N
BER—EREER .
2SN
create_point E"]’f&ﬂbﬁ
BEfiE C EfES B
main AYHEMI
- BARAEN—E, RERE—E. = AR LB —IR=iE]”, BTINIR,
- FEMRIBEREER L BB, WHEESER.

» ZAM malloc BIE, FAT free; B
RAAEIRARIRE.

Stack IRAABRALR; Heap IRTHIE, EAREREM.
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FB{TEIARE n, BEIES int an] ATIAMG?

/* Suppose n > 0; headers omitted. */
void show_first(size_t n) {

1

2

3 int a[n]; /* VLA: size known at run time */
4 a[0] = 42;

5 printf("%d\n", al[0]);

6 /* a stops existing here */

7

/* Reading example only: VLAs are banned in homework. */

» XEW n FEREREERIAN, a & variable-length array (VLA, TEHA),
KNEBITHRAE, BER automatic BEXMR, BE G stack Tidl,
BHEREEEGERER, UREEINE n KT Fo

VLA FZ malloc REIZIZESE. iFEFREIELIRELEER VLA,




malloc:

1
2
3
4
5

At AFLLZEA VLA?
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FiEF eI EE S b IE?

ALEESEEN

int *a = malloc(n * sizeof(int));
if (a == NULL) {

return; /* handle failure */
}

/* use a, then free(a) */

« A FRIFRINATIRE] NULL,

« AILUREEIR. BERR, BERYAIRR

Eo

VLA: &8 NULL &KiEE#H S

/* n comes from input */

int a[n];

/* Too large for the stack? */
/* No NULL result to check. */

=« n KK, HJeEEEERKTIE, SEUEK
AT

« REXEP malloc FIREHEANE
Tﬁéﬂl‘.to

) 7

Kbt AFPOBREER, MASRREN

RANRATHEREEH, R
FRE{EILSILGEA VLA,

AR, AR TE BRSO FH AR

BITIISEIA malloc EEQ, HISERM.
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create_point R it SUERIRELREZ G

GIERS: iR, BF. Mk ARE: EAREREN

1 #include <stdio.h> 12| int main(void) {

> #include <stdlib.h> 13 struct Point *p = create_point(10, 15);
3 struct Point { int x; int y; }; 14 if (p == NULL) return EXIT_FAILURE;
4 struct Point *create_point(int x, int y) { 15 struct Point new_point = {20, 30};
5 struct Point *point; 16 p—>x = 99;

6 point = malloc(sizeof (struct Point)); 17 printf("%d %d\n", p->x, p—>y);

7 if (point == NULL) return NULL; 18 printf("%d %d\n",

8 point->x = x; 19 new_point.x, new_point.y);

9 point->y = y; 20 free(p);

10 return point; 21 return 0;

ul ¥ 2}

¥ XRBEER RS TR, main AIUSSEERE,

A

W HIHFETT: 99 15, 20 30, new_point 2B —THER, FEWXAREME NMEX,
A

N

A A

_ - N SRR Y-
W (g S 4w 18 R
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E—1T8%: T4, EGABATAFRE?

main FHVIEE p 1B Heap HfY struct Point
RIFR IR ORI EHATFE

| create_point MIREMEE point
| BREEEERLREHE |

« SBIRhR: EMESERRINR, RENMEAEFEET .
= malloc hit: BEHNEIEHEER,; I IENERENRUSEEFE.
- FinfE: AREXTRNE NULL, HEARABMERN free(p)o




sh& SRR 0D
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AW N e

#include <stdlib.h>

void *malloc(size_t size);

void *calloc(size_t count, size_t size);
void *realloc(void *ptr, size_t new_size);
void free(void *ptr);

= size_t! FATFRIAKNDTLERSEEHELE,

« malloc: HAIBIEEF T calloc: HIERAHBREFETES,
= realloc: HEEBEREK/N,; free: ERIZRSDEC,

« RTIRGBIERIESRKD, BRIR/NDEBVRTRN,
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sizeof: BAIATE LHEERIFHIFI SR

1 int *p = malloc(10 * sizeof(int)); /* 10 ints */
2 /* NOT: malloc(10 * sizeof (int *)) */

10 * sizeof(int): 10 4" int ¥}E |int|int|int|int|int|int|int|int|int|int

sizeof (int #): ¥ 1 MEHTBHS (64 (AT BEEN 8 T, SHHEHKANERX)

= sizeof (int): — int WREHEZ/DFHI; sizeof (struct Point): —MEMAEXRE
%Z/LFH5,

» CH void * AJARHAA RIGST, malloc IREIEFFEEHIEELHR,
4 int, A 10 * sizeof(int); FEIBFRIEMRIIANERHETEIK D,
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calloc: @R ENERIE, HIURBLLES

1, #include <stdio.h>

2| #include <stdlib.h>

3 int main(void) {

4 size_t n = 5;

5 int *a = calloc(n, sizeof(int));

6 if (a == NULL) return EXIT_FAILURE;
printf("%d %d\n", a[0], al4]);

8 free(a);
9 return O;
10, }

» calloc(count, size) RITTENEEHIETE, HILFMEEDLES,
« XEBH int FEVBESRE 0, HH 0 0o
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realloc: [Rit¥ 'S, EBMS?

R A: EEAS, FUIER TR B: EEMISE, WANR
0 | 20 | @ | s | 8% (B §

BnhEHIBEIE
SEEIRAE 20 | it | |

« 30 REBRBHIE, WEKERDGN; [BiETRISRIBRIZIE SR,
- RMEIBERA/NES: RE vwiL, BERERMHABY (F=8m8H.

WES= LIS (e Z A % 18 R




P 24FEERRE p = realloc(p, ...)?

1 /* p owns an allocated block */

2 p = realloc(p, 100 * sizeof(int));

3 if (p == NULL) {

4 /* Where is the old block now? */
50

« KIRME nULL, BEWES p SBER
Hst,
 RRFIRIETES, BHRREET -

memory leak,

« [EWMCE: SRl

EETIEET top FEER[E]

NULL

x SehutigER
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JR3RHAY Heap R
(%Emﬁ, T AHE free)
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ReF B K*iEE, BEM

1 #include <stdio.h> 11 return EXIT_FAILURE;

> #include <stdlib.h> 12 }

3 int main(void) { 13 p = tmp;

4 int *p = malloc(2 * sizeof(int)); 14 pl2] = 30;

5 if (p == NULL) return EXIT_FAILURE; 15 pl3] = 40;

6 plo] = 10; 16 printf("%d %d %d %d\n", p[0], p[1l, p[2], p
7 pl1] = 20; [31);

8 int *tmp = realloc(p, 4 * sizeof(int)); 17 free(p);

9 if (tmp == NULL) { 18 return 0;

10 free(p); 19 }

N KM BURINER, RRGERE. Ah: EMET, MEHETR.




Memory Xig5
M REITFHEHB
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FiRil: SRENRY, BEEMSERFIRG?

1 #include <stdio.h>

2/ int global = 10;

3 void tick(void) {

4 int local = 0;

5 static int count = 0;

6 ++local;

7 ++count;

8 ++global;

9 printf("/d %d %d\n", local, count, global);

11, int main(void) {
12 tick();

13 tick();

14 return O;
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X (FAESEGRBEREE

L — .

s BRD 1111 BRI L2 12

= local: BRFNEREUE, FFIEHFTEY automatic W RAHEH,

= count: B static storage duration, ENEFEHITERIEEFEE.
global: [E#E7E static storage duration, EFRRERIREINEE,

count REETERIMIBAABFiHR, EEFSEEHIEEMHEK.
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Scope (fEMIR) 5 Lifetime (%#5/EHA)

« Scope ({EFE): JRE3H, MPLEIBRAXNRF?
« Lifetime (@RAM) . WREEFSTHEAREE. RBELIAE?

static /2B | RSB ERETE (BFER,BR) ]
malloc ;‘j‘g l malloc B — BERETEE — free B l
BERBEE

> FEFIEITHYE
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Memory layout: —#hBBRIZEFTEERE

. RAM 5 ROM  Flash

g A | stack  EEB. BHBBHER
» = RAM: ETRAI G 43R, 8%
¢ StacKIE AN R Stack. Heap 5 Static X,
AR=IE .
Heap FIRSHEALIEHE < « ROM / Flash: R#zEEH
- = DEEEE, W.text 5.rodatao
Heap S DEXI « Static X: .bss 5.data YRS
bss ST R o R, FEPRSEER,
.data ESTAUEESHR & BARRLKD, data BVEFIREE
1% Flash, BEIEIEHIE] RAM; .bss #£
.rodata FRBEFE=2FIIEHIE o BrhiiES,
B E EREHAEL, SRNENEKS
-

|; Bt NRSHREERTERE.
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XEMRIBEM? 2SIHENEER?

bor - ¢ mialE EHPATERX

int global_uninit; global_uninit 0 .bss (Static)

int global_init = 7; global_init 7 .data (Static)

static int static_global = 8; static_global 8 .data (Static)

void demo(void) { static_local 9 .data (Static)
static int static_local = 9; . .

static_zero 0 .bss (Static)

static int static_zero; —
X - ’ local RHEE Stack /&1
int local;

const char *p = "hello"; P FEE=AMNE  Stack /H1FEE
} "hello" FRRERZE  rodata

© ® N o G A W N =

- BRIAIaiTH, BEFEHEE: REVENSR . static FREFWIGHE; ZBFM int
local; Z:%Eﬁbﬁg’ ﬁmﬁ’ Eii“o

« EBYEBEEH N data; B = 0 HEEH N bsso static BB ROEG AL RFIEF
« p fRTFEHUE, "hello” BFHEEIRE;, FHBFEETREEEL

S 4w 18 R
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Stack frame: HEEEBIEEETHA?

function_c MY frame . FEGEEEEETT stack frame (1501 o
« BRIATRERER T =, REMUSE DS
function_b HJ frame 0,
« SRR T EE TR,
main 9 frame - BEORESE, BERSNRESERER.

AEFEENIHFHERRRES, BFRARERPOMSEEE.




HESI5T free: 35

it. ABSFAEN



free: BRNESE, FEIGHEE
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1. free(p); Z2f&

gz ! !
- —): BY3IE Heap (Z3h) :

= NULL; Zf&

int *p = malloc(sizeof (int));
if (p == NULL) return EXIT_FAILURE; p (IB3b3E)
*p = 42;
free(p); 2. p
p = NULL;

p = NULL

NULL

= free ZHRIZIMDE, EFEEHHE p 24 NULL,
= free(NULL) B2 TI&(E, F&hE p = NULL AE#RIZAR/TIEH,
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WP JLEhsthit BE(RLR free?

int global;

1

> void £(void) { BEH—ERE, BEUAXEERAR
3 int local = 0;

4 int *p = malloc(3 * sizeof(int));

5 if (p == NULL) return; pl0] pli] pl2]

6 /* free(&local); wrong */ [N

7 /* free(&global); wrong */ AN

8 /* free(p + 1); wrong */ v free(p) (U&Eiﬂltﬂ:)‘ '

9 free(p); /* correct */ N

10 /* free(p); wrong: already freed */ IX free(p + 1) (PUEFHHIL)!

HiEfF NULL, S5MHRBNEESREEET SRR EIEH,
BEEE (Stack). 2BLE (Static). RABREHAL (p + 1) MERKEPUUETEEEL free.

28/49 f_}_,’fy hj‘ Ua‘ﬂ ;;r;\ f’
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AT EHERRE—RAE: p = NULL |F, q R205

p = NULL;
/* printf("%d\n", *q); wrong */ « int *q = p; FREFME, REEHFHR.
/* free(q); wrong */

9 q = NULL;

1 int *p = malloc(sizeof(int)); P = MLk D [
2| if (p == NULL) return EXIT_FAILURE; : E_ikﬁbﬁﬁ@a :
3 *p = 42; _ -7 (B free(p) B |
4 int *q = p; ",’Eﬁl : :
s free(p); q (I#tbak) B® Lo
6
7
8

= p = NULL REBHEHINE qo
» BRORBESTRE, FEENIMEH,
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Memory leak: 5§87 , . ERNREIEE

1 void f(void) {
2 int *p = malloc(100 * sizeof (int)); O
3 if (p == NULL) return; | £ BORRME RS | X IR E% Heap HI#Y 100 1> int
4 plo] = 42; : BEBfEET p HK | MAREERE
5/ } /* p disappears; nobody kept the allocation Lmm oo - \
*/

= p & automatic BEFIEET, BHEE £ EEEE.
= {8 Heap BN RASBoIER, BXWE—HMtE, BFBHIE free B

“WEHEGRABER" FFT FHENSBMHER .
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[BlF create_point: IEIELIET free

12 int main(void) {

13 struct Point *p = create_point(10, 15);
14 if (p == NULL) return EXIT_FAILURE;

15 struct Point new_point = {20, 30};

16 p—>x = 99;

17 printf("%d %d\n", p->x, p—>y);

18 printf("%d %d\n",

19 new_point.x, new_point.y);

20 free(p);

21 return O;

22 }

= create_point HEBEIARNRRLGIFAAE (3% ownership) ; IR[E] NULL RRKK.
= main EEIREINIE, FRERENZE free(p)o
= BEBLEFIE new_point BEIERIHBohEREdmEHA, TEE free(&new_point),

= = S ot 89




R ST TRBE—XMiIsE

1 struct Node {

2 int data;

3 struct Node *next;
a };

head

Y

20 | next

Y

10 | next

NULL

BEM head ERNT R, FEEADFM next IBAMT R

EBENEART
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BIRER. P ALHKREF next, B free?

EBENEART
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void free_list(struct Node *head) {
while (head != NULL) {
struct Node *next = head->next;
free(head) ;
head = next;
}
}
/* caller: free_list(head); head = NULL; */

X %ﬂ‘ﬂ .

BiR: J& free(head), HICEIERR
"7 T 7 T T T 77 3 next = UAF!
: B free T8 m-TTT T >
v IEWf: JeA next IRER, BIREAIHT

2. R free(head)

FARTF next 55, B free HEIT R ; BMWFENEEMNT SR next FARE use-after-free,
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RTFTRIRG: FoRIMps NIRRT T

faiReRY BT T PSR FHRBIMG

Out-of-bounds (#5%) TirnBE BN EEE FRiF n Mo EEIAE aln]

Uninitialized read EEEIR B NHEE J&E int local; BY malloc JGEIEIE
Dangling / UAF FrEXREMABIHESER R[E] gpoint. FT free(head) FiE next

Double free (EERK) R—RDEW free TR  FIB free(p) BXHIT free(q)
Memory leak (RfEMRR) E&Hil, BRBFKEERE p = realloc(p, ...) KMEZREH

XLt EgH i stack. heap. global RIS HEEM™EIZE,

BF. use-after-free. double free FAlFH, FAI4EE EBIRH AddressSanitizer 1%,
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X 1 in)el

- ENR? XOEHEESENR; mRERIMER,

« iEBA? X4 scope. automatic/static/allocated Ffi&RA,
« BEIAIRING? KEHRNK. LR NULL 5E6E .

- IERN? 8RO REEHHRE;, KANBERHESBE,

WHEETE, FRARMSETE; RBGEE, BFRRDERBEE.

WES= LIS (e S A B B R




Thank You
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REHRS— FIERE, FiREAEH

A BBRHEE-—EEIBIMEFRER,

= B. SIS ECHIN R A A — R R EUEA A7 7.
- C. 81551 TH{E NULL S BRI ERTIEMATIR,

= D. 2BTE0LUEE free(&global) B

« E. W—MIBERMSDE, ZMEsTRILUERERE,

FIRITFIER, BA “WREEGFR BE

EBENEART
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IREEI—EE: B, EIEf

« A §H: E8 automatic FERXM RIEBFT X MIRBSEEREdn A HA,
« B X! ISDENRNEFENKBEIBENRBES ELR/E,
- C 3 MEMENREHEE,; RO ERILMR.

« D 3 2RWNRAKEDEDE, FEEXHERR.

BN ZBIBRHEZER—INER, BLGMELRSEREE.
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REHIZ: BEEE, SREABRED?

1, #include <stdio.h>
> void move(int *p) {
3 p=p+1;

a }

5 int main(void) {
6 int a[2] = {4, 6};

7 int *p = &a[0];

8 move(p) ;

9 printf("%d %d\n", *a, *p);
10 return 0;

4 Wiz 4 4, ER 4 62 EHABRBHBT po
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IREHI_EE: Witk 4 4

« C REBSHUIRERIE, nove FEMUHERIZ,
- REEN p = p + 1 RETHES, FRTHEBEN po
= xa {I7ARE alol; AAEN p BBEA alol.

1 void move_caller(int **p) {
2 *p = *p + 1;
Il

4 /* caller: move_caller(&p); */

BB ABENSINL; CRARAERNES, RMEBTEH L,
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RE%I=: N 2, EEERE

h2EER: EARE x M 2, REHERFEIRIE.

int add_two( /* fill in */ ) {
/* one statement per line; no comma operator */

/* int x = 0; int old = add_two(&x); */
/* expected: old == 0, x == 2 */

13
- BREREECH x RIEK, REEHA?

SNfAIRIHECRRIRIE?
AIfE: x FEMAM int MR, REM 2 FREBFSEH.
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REGEI=EE: ®fRE, BiEY

1, #include <stdio.h>

2 int add_two(int *x) {

3 int old = *x;

4 *xX += 2;

5 return old;

6 }

7 int main(void) {

8 int x = 0;

9 int old = add_two(&x);
10 printf("%d %d\n", old, x);
11 return 0;

2}
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REEIN: EXRSEFRIMNES

1 #define MUL(a, b) a * b
2 /* What is 16 / MUL(1 + 1, 3 - 1)7? */

= Ftfl macro expansion (GREF), BIREERMERITE,

EBAERE 16/ 1+ 1 %3 -1,
« B 16 / (1 + 1) * (3 - 1)) —1¥13?

« BABEL WUL, IEX—RITBISEIEELER?
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IREEINER: FXH 18, BERFH 4

1| #include <stdio.h>

#define BAD_MUL(a, b) a * b

#define MUL(a, b) ((a) * (b))

int main(void) {
printf("%d\n", 16 / BAD_MUL(1 + 1, 3 - 1));
printf("%d\n", 16 / MUL(1 + 1, 3 - 1));
return O;

[N

© N o o s w

» ZRBENES, RIESTESWAFTERER.
» BEBIES, RIEBIMEAERS5NEIZE,
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IREEIR: BAFEHEHSTE MIN

1 #define MIN(a, b) /* fill in */
2 /* MIN(3, 5) should be 3 */
3 /* condition 7 value_if_true : value_if_false */

- LER 2 5 b, BUNENEER—?
« BISYNBINRERNBEERIES,
« 1B/ MINGi++, j) =itk i g/ 1K?
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REHFIBER: HESHRAFTESRE

#include <stdio.h>

#define MIN(a, b) ((a) < (b) 7 (a) : (b))
static inline int min_int(int a, int b) {
return a < b ? a : b;

int main(void) {

int i = 1;

int result = MIN(i++, 5);
printf("/d %d\n", result, i);
10 printf("%d\n", min_int(3, 5));
11 return O;

1
2
3
4
5}
6
3
8
9

y XEELLE 1 < 5, BKEDX i+, it 2 3
A4
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IREERSI7N: ITENAEBIB sizeof LR

E—%& PS(type), I3 PS(long long)o

1 /* Typical output: Size of long long: 8 */
2> #define PS(type) /* fill in */

» sizeof HEERERIE size_t, FH%zuo
» AIBZESEL long long TRFRTER? 127N #typeo
- TR 8 ARENER, FTRFBEFENEEER.
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REEINER: # BSRFFHEL

1, #include <stdio.h>

> #define PS(type) \

3 printf("Size of " #type ": %zu\n", sizeof (type))
4 int main(void) {

5 PS(long long);

6 PS(int);

7 return O;

8 }

= #type 7= stringification (FRFERL),

- B FREFEETAINSBHE,

» PS(int); MY TFITEN"Size of " "int" ": Y%zu
n" HfEN sizeof (int),




REEFaE . XERNER L RE?

1 int *p = malloc(2 * sizeof(int));
2 int *q = p;

3 plo]l = 10;

4 pl2] = 20;

5| free(p);

6 p = NULL;

7| printf("%d\n", q[0]);

s free(q);

BEEBE &L, BT nain Fo
F{T50H; FEREFNREXITHENRL.
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REEFSEEE. RESISEd AR

» REE malloc BEIR[E] NULL,

« JEERED int, BVATIRE 0 # 1; pl2] #F,

» free(p) ZfE q WREBMFMIEFR; 1B q[0] = use-after-freeo
» /G free(q) EEEME—SHC.

» p = NULL REH p, TEEE qo

IEfRIGR: EESER — Miak — EERGR - S—8i - FIEERIRE.
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